Abstract-This
Abstract-This

I. INTRODUCTION
The substitution-permutation network (SPN) is a fundamental block cipher model which is designed to implement Shannon's suggestions of confusion and diffusion. And the Feistel network is also one of the most famous architecture for the design of block cipher. The Feistel structure was proposed by H. Feistel [1] , and was adopted in DES and some other block-ciphers. Later, Schneier and Kelsey extended the Feistel cipher to generalized Feistel ciphers (GFC) [2] . Adams [3] applied generalized Feistel structure to the design of CAST-256. In this paper we'll discuss generalized Feistel network employ SPN or PSN as its round function, and we want to provide the practical security results of these two models.
Nowadays, best known methods of attacking blockciphers are differential cryptanalysis [4] and linear cryptanalysis [5] . Since they are very powerful, any designer should evaluate whether his new cipher can resist these two attacks. Kanda et al. [6] classified four measures to evaluate the security of a cipher against differential and linear cryptanalysis as follows:
Precise measure: The maximum average of differential and linear hull probabilities.
Theoretical measure: The upper bounds of the maximum average of differential and linear hull probabilities.
Heuristic measure: The maximum average of differential characteristic and linear approximation probabilities.
Practical measure: The upper bounds of the maximum average of differential characteristic and linear approximation probabilities.
Moreover, Rijmen [7] introduced differential and linear branch number for SPN ciphers in order to evaluate its ability against differential and linear attacks. These concepts provide measurements for the maximum probability of two rounds differential and linear characteristic. Further, this concept could be extended to some other structures. For example, in Kanda's paper [8] , he made an application of branch number to estimate the maximum probabilities of some consecutive rounds' differential and linear characteristic by clarify the minimum number of active S-boxes for Feistel network. Later, Wu et.al. get the minimum number of active Sboxes of 16-round 4-GFNSP [9] . As an extension, this paper focuses on the practical security of m-GFNSP models also by estimating the minimum number of active S-boxes, just follow Kanda and Wu's work.
Our paper is organized as below: Section2 introduces some notations and basic concepts. Sect.3 discusses the least number of differential active S-boxes of GFNSP. Sect.4 discusses the least number of linear active S-boxes of GFNSP parallel. Finally, the paper is concluded in Section 5.
II. PRELIMINARIES
Firstly, we'll introduce some notations through this paper.
⊕ denotes the bitwise XOR; + denotes the addition over real number space; and #{ }
• denotes the number of elements in a set. Then, we'll introduce some definitions.
Definition 1. (m-GFN) An m -branch generalized
Feistel network (GFN) is defined as an iterative structure which employs 
where P is a linear bijection and
Proof. It's easy to verify that 
Definition 8. (active S-box)
A differential (resp. linear) active S-box is defined as an S-box whose input difference (resp. output mask) is non-zero.
In the following part, we just focus on the minimum number of differential active S-boxes and linear active Sboxes in differential and linear characteristics respectively.
III. MINIMUM NUMBER OF DIFFERENTIAL ACTIVE S-BOXES FOR GFNSP
In this section, we'll discuss how many differential active S-boxes will appear at least in r and 2r rounds m-GFNSP differential characteristic chain. Our goal is to clarify the minimum number of differential active Sboxes in arbitrary rounds of m-GFNSP.
The following lemma is trivial. Lemma 1. Non-trivial differential correspondence of the round function for m-GFN must be (( , , , Proof. Lemma 
( , , , detail could be found in [8] .
Notice that for any bijective mapping, non-trivial input difference always leads non-trivial output difference. Theorem 3 can be concluded since the round functions are bijective. 
IV. MINIMUM NUMBER OF LINEAR ACTIVE S-BOXES FOR GFNSP
Our goal of this section is to clarify the lower bound of minimum number of linear active S-boxes in arbitrary rounds of GFNSP. The results will be presented similar to above.
Lemma 2. Non-trivial linear characteristic of the round function for m-GFN must be . □ It is remarkable that non-trivial linear characteristic of chain for 4 rounds balanced Feistel network has at least P L linear active S-boxes, detail could be found in [8] .
Notice that for any bijective mapping, non-trivial input mask always leads non-trivial output mask. Theorem 6 can be concluded since the round functions are bijective. In this paper, we discussed the minimum number of active S-boxes in differential characteristic of m-GFNSP. We deduced a lower bound of the number of differential active S-boxes and that of linear active S-boxes for GFNSP with arbitrary round respectively. As far as we know, these bounds are reachable in some cases.
Wu et.al. [9] claimed there are Compare with Wu's work [9] , our results seem to be more general but not tight enough. Hence closer lower bounds for arbitrary rounds are expected in further investigation.
